UBND TINH NINH BiNH CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Doc lap - Tw do - Hanh phic

So: 86 /SGDDT-VP Ninh Binh, ngay /6 thang 01 nam 2024
V/v tang cuong cong tac bao dam
an toan thong tin mang trong dip Tét
nguyén dan Giap Thin 2024

Kinh guri:
- Céac phong thuoc So;
- Cac truong trung hoc phd thong?;
- Phong GDDT huyén, thanh phd;
- Trung tdm GDNN-GDTX huyén, thanh phZ.

S¢ Giao duc va Pao tao nhan dugc Cong van s6 39/STTTT-CNBCVT
ngay 10/01/2024 cua S¢ Thong tin va Truyén thong vé viée ting cudng cong
tac bao dam an toan thong tin mang trong dip Tét Nguyén dan Giap Thin 2024,

S¢ Gido duc va Pao tao yéu cau cac don vi thuc hién mot s6 nd1 dung sau:

1. Tiép tuc t6 chirc tuyén truyén, nang cao nhan thirc co ban k¥ ning vé an
toan théng tin mang, canh giac vé thong tin xdu doc, tin gia va théng tin lira dao
trén khong gian mang cho can bd thudc co quan; tuyén truyén, chi dao can bo,
cong chtre, vién chuc, nguoi lao dong, hoc sinh, hoc vién nang cao nhan thirc,
khong tham gia, binh luan, chia sé thong tin ca nhan va cac ndi dung xau doc
trén khong gian mang.

2. Tang cuong kha ning thich img, chii dong, linh hoat, han ché cac nguy
co, de doa mit an toan thong tin mang; td chire lyc luong tai chd truc giam sat,
hd tro, ung clru va khic phuc su ¢d an toan thong tin mang, san sang cac giai
phap phong ngtra va tng pho khi ¢ su ¢b vé an toan thong tin tai don vi.

3. Ra soat, kiém tra va boc g0 cac phﬁn mém doc hai cho toan bd may chu,
méy tram trong hé thong mang. Trong d6, can wu tién cac hé thong tin co dia chi
IP nim trong danh sach IP mang Botnet dugc canh bao hang thang hoac dot XUuét.

4. Ra soat cac hé théng thong tin, bdo dam cac h¢ théng thong tin dugc
trién khai ddy du cac bién phap bao vé theo cip do an toan.

1 Gém Truong Pho thong thuc hanh su pham Trang An
2 Gom Trung tam Gido duc thuong xuyén, Tin hoc va Ngoai ngir tinh
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5. Chu dong ra soat cac 16 hong, diém yéu trén cac hé thdng thong tin
thudc pham vi quan 1y va trién khai cac giai phap phong ngira va khic phuyc triét
dé cac 16 hong, diém yéu.

Yéu cau cac don vi nghiém tac trién khai thyc hién cac noi dung trén, trong
qua trinh thuc hién néu c6 van dé phat sinh, can hd tro xtr Iy, dé nghi lién hé qua
Vin phong So (dong chi Mai Hitu Thiét, sé dién thoai 0989.994.789).

(Giri kém Céng van s6 39/STTTT-CNBCVT)./.

Noi nhén: GIAM POC
- Nhu trén;

- Lanh dao So GDDT;

- Cong doan Giao duyc tinh;
-Luu: VT, VP

Phan Thanh Coéng
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